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Abstract— Cloud services have recently gained widespread
acceptability in both the private and public sectors around the
world. As a result, data storage, distribution, and transmission
have expanded dramatically in this technological age. In
general, information is exchanged across open channels, which
makes it vulnerable to interception. The prospect of a
trespasser gaining access to confidential information has been
a persistent concern for the Information Technology (IT)
industry, resulting in cloud providers and clients adopting and
applying various measures to secure cloud data, such as
encryption. Therefore, Lattices have emerged as a powerful
mathematical tool in the field of cryptography, offering a
diverse set of applications ranging from encryption to secure
multi-party computation. This paper illustrates lattice
cryptography- a NTRU cryptosystem providing a quantum
attack resistant security system for cloud computing.
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I. INTRODUCTION

Lattice-based cryptography is the generic term for
constructions of cryptographic primitives that involve lattices
(Lattice can be described as a free abelian group of
dimension which spans the wvector space.), either in the
construction itself or in the security proof. Lattices have
many significant applications in pure mathematics,
particularly in connection to Lie algebras, number theory and
group theory. They also arise in applied mathematics in
connection with coding theory, in percolation theory to study
connectivity arising from small-scale interactions,
cryptography because of conjectured computational hardness
of several lattice problems, and are used in various ways in
the physical sciences. For instance, in materials science and
solid-state physics, a lattice is a synonym for the framework
of a crystalline structure, a 3-dimensional array of regularly
spaced points coinciding in special cases with the atom or
molecule positions in a crystal. More generally, lattice
models are studied in physics, often by the techniques of
computational physics.

Lattice-based constructions support important standards
of post-quantum cryptography. Post-quantum cryptography
(PQC), sometimes referred to as quantum-proof, quantum-
safe, or quantum-resistant, is the development of
cryptographic algorithms (usually public-key algorithms)
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that are thought to be secure against a cryptanalytic attack by
a quantum computer.

Cloud services have recently gained widespread
acceptability in both the private and public sectors around the
world. This can be linked to the benefits of cloud computing,
which cloud providers present to cloud consumers. These
benefits include scalability, elasticity, powerful calculations,
and lower service costs, despite the fact that data security is
one of the roadblocks to mainstream use of cloud services
[1]. Reference [3], defines data security as "a method of
protecting digital data, such as data stored in a database,
from attackers and unauthorised actions of unauthorized
users. As a result, data storage, distribution, and transmission
have expanded dramatically in this technological age. In
general, information is exchanged across open channels,
which makes it vulnerable to interception. The prospect of a
trespasser gaining access to confidential information has
been a persistent concern for the Information Technology
(IT) industry, resulting in cloud providers and clients
adopting and applying various measures to secure cloud data,
such as encryption. Encryption dates back to ancient times,
but it was seen as a means of secret communication at the
time. However, has evolved in areas such as electronic
voting, digital currency, and digital signatures. The most
dominant worrisome issue of cloud computing is data
security, which specifically involves the safeguarding of
sensitive data from uninvited access/users [3]. Reference [4],
defines privacy as having prior knowledge of an attack/data
breach that is bound to occur and being able to use controls
to prevent it/control it from happening. When an intruder
intercepts data, the data is safe because it has been encoded,
and the intruder is unable to interpret what he or she has
intercepted due of cryptography [5]. It's worth noting that,
with the introduction of quantum computing, some
cryptosystems will no longer be secure, as the science behind
guantum computing will render some cryptosystems unsafe
or obsolete. Additionally, [30] avers that the advent of
guantum computing poses threats to public key
cryptosystems currently in use. More importantly, progress
has been made in the development of quantum-computing
technologies [6].

As a result, the introduction of quantum computers will
once again revolutionize the world. Due to the high expenses
of creation and maintenance, the first quantum computer is
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likely to be held by only a few businesses. Fortunately,
customers can apply to use quantum computers for testing
their apps or for any other comparable purpose through the
usage of cloud services. The fear of quantum computer-
assisted cryptanalysis is driving the security community to
create new security protocols and methods. These solutions
must be resistant to both classical and post-quantum
cryptanalysis, as well as adaptable to a wide range of
devices.

Post-quantum cryptography research, according to [7], is
mostly focused on lattice-based encryption, multivariate
cryptography, hash-based  cryptography, code-based
cryptography, and single elliptic curve isogeny cryptography.
The focus of this paper will be on Lattice based cryptography
(NTRU). Although, post quantum cryptography has
limitations, which include increased key sizes and high cost
of deployment [36]. Similarly, as RSA will be rendered
obsolete with the development of quantum computing, the
NTRU cryptosystem has proven to be an outright successor.
Most importantly, NTRU Cryptography has never been
known to be broken by a quantum computer, and it has
proven to be the most efficient [8]. Cloud data encryption has
become an important mechanism to protect data against
attackers as cloud computing has grown in popularity
(hackers). Typically, information is exchanged across
channels that are not sufficiently secure, making it vulnerable
to interception [9]. Cloud computing promises increased
security, cost savings, flexibility, faster time to market, and
availability [10].

Various types of frameworks have been established and
applied for modeling the security of cloud data from the
beginning stage of data upload, data processing, through the
final stage of data storage/download, according to studies
carried out and still ongoing in the domain of cloud
computing data security. Despite the use of cryptosystems
like as symmetry and asymmetric encryption (RSA ECC),
data theft continues to be a challenge. This work proposes
and implements a variation of the NTRU cryptosystem as a
better way of safeguarding and accessing data in the cloud.
The NTRU lattice-based cryptosystem is touted to become a
viable alternative to RSA and ECC, and is thus based on
polynomial multiplication (a property that this study will
investigate). This feature allows NTRU to execute quicker
than existing cryptosystems. NTRU has a reduced
complexity and smaller key size, making it a good modern
encryption alternative that can be used in computing (Cloud
and Quantum Computing).

Il. RELATED WORK

Cryptography is the science of distorting data to make it
indecipherable to third parties (hackers), except for the
intended person. Cryptography's principal goal is to protect
the interests of parties interacting in the presence of
adversaries via any type of communication medium. Related
works are reviewed so as to identify some of the challenging
problems of existing techniques. Also, the limitations of the
concluded works of these authors will be identified. The
relevant points of these works are documented as follow;

In [33], the authors designed a data security model driven
by steganography and cryptography for cloud computing
data to address issues which include but not limited to data
theft and data manipulation. A four-phase model driven by
AES-256 and RSA cryptosystems, LSB steganography
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technique and identity-based encryption (IBE) was proffered.
While the AES is used to encrypt the plain text, RSA is used
to encrypt the key generated by AES key and the ciphertext.
More so, the asymmetric encryption (RSA and AES-256
cryptosystems) is used for encryption and the encrypted data
is concealed in a photo applying the LSB steganography
technique. Subsequently, users’ strategies are used to back
up the outcomes of the decryption procedure. Additionally,
with identity-based encryption (IBE), the outcomes of the
encryption and decryption are possibly shared and securely
transmitted to recipients that are authorized.

In the model proposed in [34], which is multileveled, text
files are initially uploaded to the cloud and DES is applied in
the first level of encryption and RSA is applied at the second
level of encryption. The simulation of the cryptosystems and
comparison with the outcome of a similar study [35],
revealed that the model enhances data security and has faster
processing speed. Although, the limitation of the model is
that only text files were used during simulation.

The research in [31] stated that in order to achieve high
level security, high security cryptosystems with low
processing power must be deployed. The authors proposed
BOTRU as a possible alternative to the NTRU cryptosystem.
The proposed algorithm uses bi-octonion sub-algebra and
structured to be multi-dimensional, that is, there exist the
possibility of the encryption of two messages from one
source and two independent messages from various sources
simultaneously. More importantly, the system’s creation of
two public keys distinguishes it from other variants of
NTRU. The performance of the proposed system was
juxtaposed with OTRU of [32], it was revealed based on
arithmetic evaluation that BOTRU has a faster processing
speed though had a low-security level when likened with the
OTRU cryptosystem proposed by [32].

The study in [11], posited that there is need to protect
cloud data from invaders in order to preserve its integrity,
confidentiality, protection, privacy and procedures required
for managing same. The authors proposed to design a New
Lightweight Cryptographic Algorithm for Enhancing cloud
Data Security. Using a 16 bytes (128-bit) block cipher that
uses a 16 bytes (128-hit) key to encrypt data. This is inspired
by feistal and substitution permutation architectural methods
to improve the complexity of the encryption. The proposed
algorithm achieves Shannon’s theory of diffusion and
confusion by using logical operations, such as (XOR, XNOR
shifting, swapping). It also features flexibility in the length of
the secret key and the number of turns. The proposed
algorithm is faced with a limitation which is, the Feistel
architecture has similar encryption and decryption
operations, thus making it easier for an intruder to hijack the
entire system in times of system compromise.

In [12], a secure framework for a multi-user and
multiowner cloud Environment was suggested. The authors
opined that security, integrity, and privacy of cloud data is
the primary threat for cloud deployment in a multiuser/
multi-tenant cloud environment. They further developed an
algorithm to address the security issues of the cloud
environment and proposed/applied a novel algorithm with
the integration of Ciphertext Policy-ldentity Attribute based
Encryption (CP-IDABE) and the RSA algorithm for securing
the cloud. Their research was able to establish a framework
where both the owners and users are provided with the public
and distinct secret keys that are generated by the Automated
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Certificate Authority (ACA). The proposed framework was
implemented through Java. The performance of the proposed
framework was analysed using standard metrices though
compared with the metrics output of some existing related
works. However, the simulation of various data sizes
revealed that the proposed framework is more expedient and
effective as to when compared with Elliptic Curve Diffie
Helman (EECDH) and I-CP-ABE algorithms. The study
revealed that the proposed algorithm prevents man in the
middle attack. Although the application of the RSA
cryptosystem in the proposed framework is a limitation as it
will be rendered obsolete with the full deployment of
quantum computing.

The research in [13] posited that the provision of data
confidentiality and integrity of user’s cloud data is subject to
the provision of an effective security model that provides the
mechanism that guarantees unauthorised access of third
parties and a secured communication channel. The authors
proposed a security framework that allows cloud users to
handle the privacy and integrity of their data. The proposed
model avails a user the opportunity to security, network
usage, privacy and data storage in the cloud without
depending on the cloud provider. The model grants access to
authorized and authenticated users to the cloud data, which
has been proposed to be encrypted using a variant of AES
algorithm. The proposed model was simulated using
CloudSim with iFogSim as simulators on Eclipse integrated
development environment. Results of the simulation revealed
that the proposed model reduces energy consumption,
network usage and delay. Hence, the proposed framework
enhances security, minimizes resource utilization, and
reduces delay while utilizing services of the cloud. The
limitation of the study lies on the fact that AES cryptosystem
has key distribution challenges.

The study in [14], averred that there exist security
challenges during key and data distribution among users in
an environment where security is not guaranteed. The
authors reviewed McEliece cryptosystem with much
emphasis on its algorithmic description, implementation and
numerous attacks on the cryptosystem. The MecEliece
cryptosystem was subjected to simulation in various
extension degrees and it was revealed that security of the
McEliece system increases with increasing extension
degrees. They concluded by stating that McEliece will be
adopted in the nearest future amidst the advent, adoption and
application of quantum computing in various spheres of the
computing world. The limitation of their research is that
McEliece has large keys and could pose a challenge when
storing files.

In [15], a review of existing cloud storage cryptosystems
was carried out. It was observed that, RSA and AES were
used mostly used by cloud providers to secure data. They
proffered the application of NTRU cryptosystem in the
storage of cloud data. The authors further subjected their
proposal to simulation. The experiment, juxtaposed NTRU
against RSA and AES, results revealed that NTRU showed a
faster processing time for encryption and decryption against
other cloud storage cryptosystems. They posited that the
application of NTRU offers better performance when
compared to other existing cryptosystems reasons been that
the mechanism for encryption and decryption is simple.

Ramkumar and Gunasekaran in [16], researched on
preserving security using crisscross AES and FCFS
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scheduling in a cloud computing environment. The authors
established the need to model a data security framework for
efficient ordering of work to be implemented in a cloud
computing environment. The specific objective of the
research was to enhance efficiency and data security by using
the crisscross AES and collocate FCFS. They applied the
proposed crisscross AES and collocate FCFS to a cloud
computing environment. The research established the use of
scheduling in a cloud computing environment to enhance
system efficiency. The application of AES will result to key
distribution problem and the application of scheduling
implies more computational cost.

The study in [23], opined that the security issues under
cloud computing is a major problem in the era where the
security of a user’s data is of utmost priority. The authors
proposed a security model for cloud computing that ensured
the security and integrity of cloud user data by applying
cryptography. They further stated that in addition to data
security, the other challenges faced in cloud computing
include; malicious insiders, data breaches and loss,
hypervisor vulnerabilities, account or service hijacking and
denial of service. They adopted and applied the combination
of a symmetric algorithm (AES), XOR operations and
message digest with a central key distribution center
(CKDC) that stored keys generated for data security.
However, the limitation of the approach is that XOR
operations are reversible, which could expose the keys and
AES cryptosystem is susceptible to quantum attacks.

An overview of algorithms in lattice-based, super-
singular elliptic curves and code-based, as well as a
comparison and evaluation of existing implementations of
such algorithms was reported in [17]. The metrics used for
comparison  includes,  security  performance  and
implementation of the selected algorithm. The metrics used
for each algorithm had its advantage and disadvantage, thus
to choose the best algorithm, the requirements of the
application were considered. The research discovered that
the lattice-based algorithms provided the best trade-off
between speed, key size and memory consumption, and is
easy to implement. The limitation of this study lies on the
fact that lattice-based cryptosystems are computationally
expensive and hence impractical compared to conventional
cryptosystems.

The study in [8], proposed a variant of RSA, whose
parameters are feasible in the present-day computers and
guantum computers. They carried out performance analysis
by introducing a new algorithm to generate primes in batches
and proposed a quantum factorisation algorithm that is faster
than Shor’s algorithm, which is much faster to execute than
pre-quantum algorithms. Initial pg RSA implementation
results were provided. The limitation of the method is that
the approach may not be practicable as RSA cryptosystem
will be broken by quantum computing in the nearest future.
Furthermore, on classical computers, there is computation
cost in the key generation, encryption and decryption
processes for the RSA algorithm.

The study in [18], researched on the need to proffer a
framework that is in four levels for cloud computing. They
posited that the standard cloud storage uses a three-level data
security model in cloud processing and could be extended to
a fourth level with the sole responsibility of data integrity
check. Their objective was to design a four-level data
security model that will handle data integrity check and
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applied Petri Nets on each level of the proposed data security
model for cloud computing. Petri Net possess concurrency of
operations consequently increasing complexity, which is a
limitation of the proposed model.

The article in [19], suggested t hat cryptography is the
most prominent technique for the security of data in a cloud
environment. They further posited that cryptographic
services in any cloud environment must accommodate
authorization, availability, confidentiality, integrity, and non-
repudiation. They proposed the implementation of RSA,
AES and SHA256. The limitation of this mechanism is that it
consumes a lot of time during execution. The long keys of
RSA means that they incur high computational overhead and
RSA cryptosystems are susceptible to quantum attacks.
Furthermore, AES suffers from key exchange problem which
are limitations.

The article in [20], posited that the efficiency of ECC
depended on point multiplication and the lattice
multiplication operation could be applied to it, suggesting
that ECC is efficient but most suitable for environments
where keys of small size could be applied. They further
stated that wireless sensor networks is the best area where
ECC is to be applied, which enhances wireless devices to
perform end to end secure communication efficiently. They
presented methods that could be wused for lattice
multiplication operation and proposed the use of binary
method in Lattice multiplication suggesting that it promotes
the speed and accuracy of the multiplication. They presented
simulation results that validated the proposed method and
analysis. Despite the fastness in execution of the binary
method in lattice multiplication, the limitation of the
proposed scheme is that ECC increases the size of encrypted
data. Additionally, the ECC algorithm is complex to deploy,
increasing the chances of implementation errors thus this
affects the security of the algorithm.

The research by [30] revealed that a lot of post quantum
solutions are been developed and submitted to National
Institute of Standards and Technology (NIST) for onward
standardisation and possible deployment. The study also
implemented NTRU cryptosystem on an embedded system.
Using a python driven development framework for the
design. evaluation was carried out based on speed and
consumption of resources metrics. The experiment carried
out revealed that operations using the python+C
programming enhanced performance ranging from 130 to
450 depending on the scenario in the application of the
algorithm.

The study by [37] portrayed a technique for data security
in the cloud. The authors also presented various techniques
and characteristics for big data cloud computing and stated
some of the challenges of data security. The authors
presented a virtualization technique for safeguarding data in
the cloud. However, the study did not simulate the proposed
technique and make comparison with similar techniques.
Thus, its level of efficiency could be established.

I111. PROPOSED SYSTEM DESIGN

The proposed NTRU cryptosystem was applied to the
data that will be stored in the cloud. Below is a conceptual
architecture for the security of data stored in the cloud.

Quantum attack-resistant crypto schemes such as those
that are based on code, hash, multivariate quadratic
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polynomial or even the lattice (NTRU) cryptosystems are
tipped to become alternatives to RSA and ECC [21-24].
Thus, this current study seeks establish if NTRU will be
faster in execution when compared to other cryptosystems
[25] and [26]. NTRU possess lower complexity and smaller
key size which makes it a good alternative for modern
cryptography, hence adoptable to computing (Classical and
Quantum Computing).

The following variables are used in processing the
encryption/decryption of the NTRU cryptosystem;

N - the polynomials in the ring R with degree N-1.

Cloud Starage
Servers

Enerypted
;:: I—n|  Proposed NTRU :> o
] cryptosystem
A
£

Proposed NTRU ||
Encrypted
cryptosystem v Data

Deerypied
Dam

Users/Devices

Figure 1. Conceptual Architecture of the proposed cloud data security
framework

q - the large modulus, which is used for the reduction of
coefficients.

p - the small modulus, which is used for the reduction of
coefficients.

f - a component of the private key, which is represented
in polynomial form.

g - a polynomial used to process the public key h from f

h - is a polynomial

r - a random blinding polynomial used to distort data

m- is the message to be encrypted represented in

polynomial form.

(_ Proposed NTRU Cryptosystem }

[ f.fyand g ] l N pa&f=p. f -g(modg) }
Decryption Encryption
£ a=f e(modq) ] e=rh+m(modg)
(ozamain )
1
€= fp-b
Message, m
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Figure 2. The flow in the proposed Lattice-based NTRU cloud data Table2. TimeTakenforTheGenerationofPublic Key

security system

Input File | ECC(s) AES(s) RSA(s) Existing  [Proposed

A. Key Generation in the proposed system Size(KEB) NTRUE)  INTRU ()

The sender computes f - f,=1(mod p) and f - f;=1(mod q) 20 0.000220 | 0.000109 | 0.000002 | 6.103776 | 7.181046

) ) 77 0000222 | 0.000097 | 0.000002 | 6.221998 | 6.849785

and then processes the public key h using: 153 0.000219 | 0.000100 | 0.000008 | 6.269547 | 6.900305

283 0.000214 | 0.000094 | 0.000002 | 6.189784 | 6.867277

h=p.f,.g (mod q) 1) 305 0.000209 | 0.000114 | 0.000002 | 6.226614 | 6.814603

Q;’:eré?e 0000217 | 0000103 | 00000023 | 6202344 | 6.922603

The above equation 1 is computed using
lattice multiplication

B. Data Encryption in the proposed systemt Table3.TimeTakenforTheEncryptionProcessof
L. Various Cryptosystems
To encrypt a message, the sender following is processed:

InputFileSi | ECC AES RSA ExistingN Proposed
— ze(KB) s) s) ) TRU(s) NTRU(s)
e=r. h+m (mod q) @ 20 0.0097 | 03122 0.0753 320.8390 564.10
- 53
C. DataDecryptionintheproposedsystem 77 0.0080 | 0.2490 0.7298 13194852 | 2339.645
60
; . 153 0.0119 0.2537 0.5514 2616.9852 7724.
The following is computed to decrypt the message 5771
283 00228 | 0.2471 0.0228 78963393 | 11570.95
21
305 00181 | 0.2490 0.7932 52684621 | 37354.09
a=f. e(moq q) (3) Average -
time(s) 0.0141 0.2622 0.4345 2884.8222 11910.67
14
b_a(mOp p) (4) Table 4. Time Taken for the Decryption Process of Various
C=f, b (5) Cryptosystems
The above equation 1, 2, 3 4 and 5 is computed using Fie EcC® | AES® | RSA@® | Existing Proposed
lattice multiplication. Size(KB) NTRU(s) NTRU(s)
D. Implementation of the Proposed System 2 00032 | 02415 | 0.0820 477.9566 | 14462688
77 00052 | 0.2383 0.4338 10119348 | 5822.7922
To verify the efficiency of the suggested algorithm, 153 0.009 |  0.2506 0.7058 3931.4452 11834183
symmetric anql asymmetric cryptosystems were ch.osen. T EREEET W 3155170 | 33812646
Various data sizes were simulated against four algorithms 8
(RSA, ECC, AES, and NTRU), as well as the proposed 305 00167 | 02780 | 15585 | 32157.8710
algorithm, with the sole purpose of determining the ’?‘I’ﬁ{ea(g)e 00102 | 02520 | 08509 | 91585439
throughput of the encryption and decryption execution
time of the data used and determining whether the
proposed algorithm is a better way of safeguarding cloud Table 5: Total Average Execution Time of Various
data. Algorithms
On a Mac OS computer with an !ntel Core i5 processor, . AES RSA Existing  |Proposed
8GB of RAM, and 250GB of hard disk space, the simulation NTRU NTRU
0 Private Key
was run with MATLAB. Execution 0.0002 | 00001 | 0.0000 6.2023 6.9226
Tablel:Time Taken for The Generation of Private Key Time
Public Key
Input File |ECC(s) AES(s) RSA(s) Existing Proposed Execution 0.0002 0.0001 0.0000 6.2023 6.9226
Size (KB) NTRU(9) NTRU(s) Time
Encryption
Execution 00141 | 02622 | 04345 | 28saszz | 119107
20 0.000191 | 0.000109 | 0.00000048 | 6.1037757 7.181045 time
5 Decryption 22458.079
7 0.000193 | 0.000097 | 0.00000095 | 6.2219977 6.849784 EX_G}?UUOH 00102 | 02520 | 08509 | 9158.5439 3
9 ime
153 | 0000189 | 0.000100 | 0.00000072 | 6.2695474 6.900304 Total
8 Execution 12055.770 | 34382.598
283 0.000185 | 0.000094 | 0.00000072 | 6.1897840 6.867276 Time 00247 | 05144 | 12854 8 9
9 Throughput 33919.0 1629.16 651.919
305 | 0000180 | 0.000114 | 0.00000072 | 6.2266142 6.814603 (KB/S) 879 o7 6 0.0695 |  0.02435
3
|Average H : : H
ime() The deductions from the simulation carried out are arranged
0000188 | 0.000103 | 0.00000072 | 6.202344 6922603 | based on the time taken to generate private key, public key,
1

encryption and decryption.
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E. Private Key Generation time

Figure 3.Average Private Key Generation

PRIVATE KEY GENERATION

- Py

& B M

Figure 3 shows the average time it takes to generate the
private key for ECC, RSA, AES, existing NTRU and
Proposed NTRU.

Equally, regards to NTRU algorithms, it can be deduced
from the foregoing that the proposed NTRU cryptosystem
takes more time to generate the private key while existing
NTRU cryptosystem takes lesser time, this could be as a
result of the lattice arithmetic approach, which was
introduced in the computation proposed in the NTRU
algorithm or the hardware used for the simulation.

F. Public Key Generation time

The Figure below shows the average time it takes to
generate the public key for ECC, RSA, AES, exiting
NTRU and Proposed NTRU.

PUBLIC KEY GENERATION

0.0002169

0.
0.0001029

ECC(s) AES(s) RSA(s) Existing Proposed

NTRU NTRU

Figure 4.Average Public Key Generation

Similarly, as regards to NTRU algorithms, it can
be inferred from the above Figure above that the
existing NTRU cryptosystem takes lesser time to
generate the key as against the proposed NTRU
cryptosystem which takes more time. The lesser time
that the proposed NTRU takes could be as a result of
introduction of lattice arithmetic that this study
introduced to the processing of NTRU as against the
polynomial arithmetic, which the existing NTRU
algorithm dwells on.

G. Encryption Time

Figure 5 below depicts the average encryption time
for ECC, RSA, AES, existing NTRU and Proposed
NTRU.
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ENCRYPTION

15000

1iviasTae

10000
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comiim

[}

tccie) ALS(s) LAY Enisting

NTRU(s)

Fropered
NYRU (0)

Figure 5: Average Encryption time

With respect to NTRU algorithm, it canbe inferred from
Figure 5, that the proposed NTRU cryptosystem takes more
time to encrypt while the existing NTRU cryptosystem takes
lesser time. The more time that the proposed NTRU takes
could be as a result of introduction of lattice arithmetic that
drives the encryption process. Thus, the proposed NTRU
takes more time to encrypt data.

H.. DecryptionTime
The Figure below depicts the average decryption

DECRYPTION

22458.0793

0.85093914 9158.543946

]

S0 0010181713  0-25136064 |
|

r

ECCis} ABS{s) RS}

time for ECC, RSA, AES, existing NTRU and Proposed
NTRU.

Existirg NTRU PopsedNTRU

Figure 6: Average Decryption time Generation

In respect to NTRU algorithms, it can be deduced from
the above Figure that the proposed NTRU cryptosystem
takes more time to decrypt while the existing NTRU
cryptosystem takes lesser time. The more time that the
proposed NTRU takes could be as a result of introduction of
lattice arithmetic that drives the decryption process.

I. ThroughputoftheAlgorithms
The throughput is computed based on the private and public
key computation; and also, encryption and decryption
execution times of the algorithms.
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Execution Throughput

33919,0879

Figure 7: Execution throughput

Figure 7 above shows that ECC has the best
throughput, however, the existing NTRU algorithm has a
better throughput when compared with the proposed
NTRU algorithm.

J. Power consumption of various cryptosystems

If the throughput is calculated correctly, the higher the
throughput of a cryptosystem's time complexity, the lower
the power consumption [27-29]. As a result, execution
throughput is proportional to power consumption. From the
Figure 7 above, it can be inferred that ECC has the lowest
power consumption. The existing NTRU, on the other hand,
consumes less power than the proposed NTRU.

IV. COMPLEXITY OF THE ALGORITHM

Algorithmic complexity is a measure of how long it
would take an algorithm to complete a given n-dimensional
input. Even with huge values of n, a scaling method should
compute the result within a finite and reasonable time
bound. As a result, as n approaches infinity, complexity is
estimated asymptotically. While complexity is normally
measured in terms of time, it can also be measured in terms
of space, which corresponds to the memory requirements
of an algorithm. When comparing algorithms or looking
for improvements, it's useful to look at their complexity.
Computational complexity theory is an area of theoretical
computer science that deals with algorithmic complexity.
It's vital to note that the paper is only interested in the time
complexity order of an algorithm.

A. Time complexity for the Proposed NTRU algorithm

For the computation of the time complexity for the key
generation of the proposed NTRU, the computations in the
algorithm is considered which is shown below.

i. Complexity of the proposed NTRU Key Generation
process

Complexity for modulus arithmetic is O(n*?)

Processl---Time  Complexity for modulus lattice
multiplication = O(n%)
Process2--- Time Complexity for modulus lattice

Proposed NTRU-Encryption

Input: Parameters for encryption i f, )
Output: Cipher Text (e) .
Begin
i.  Compute
e =r-h+ mimodq)

ISSN NO : 1844-8135

multiplication = O(n®)

Process3---Time  Complexity for modulus lattice

multiplication = O(n®)

Process 4 --Time Complexity of retuning the output = O(n)

Hence, the time complexity for the key generation
considering the highest complexity is O(n®).

ii. Complexity of the proposed NTRU Encryption process
Complexity for modulus arithmetic is O(n*?)

Process1—Time Complexity for computing the modulus
lattice multiplication = O(n®)

Process 2 --Time Complexity of retuning the output = O(n)
Hence, the time complexity for the encryption considering
the highest complexity is O(n®).

iii. Complexity of the proposed NTRU Decryption process

Proposed NTRU-Decryption

Input: Parameters for encryption (e,f,p,q)
Output: Plain Text (c)
Begin

i. Computea=f. e(mod Q)

ii. Computeb=a(mod p)

iii. C=f,.b

iv. Return (c)
End

Complexity for modulus arithmetic is O(nY?)

Process 1: Time Complexity for modulus Iattice
multiplication = O(n%)

Process 2: Time Complexity for modulus Iattice
multiplication = O(n®)

Process 3: Time Complexity for lattice arithmetic = O(n?)

Process 4: Time Complexity of retuning the output = O(n).
Hence, the time complexity for the Decryption considering
the highest complexity is O(n®).

Finally, time Complexity of the Proposed NTRU
Algorithm = Time complexity for (Key generation +
encryption + decryption) = O(n®) + O(n°) +O(n®) =
30(n%). Upon eliminating constants, the time
complexity of the proposed NTRU algorithm is O(n®).

Proposed NTRU-Key Generation

Input: Parameters for encryption (p,f,g,q)
Output: Keys (h)
Begin
i.  Compute f - fy= L(modp)and
i [ f;=1(modq)
i h=p.f - g(modq)
Return (h)

End
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Zalekian et al. in [26], opines that the NTRU algorithm
requires approximately O(N?) operations. However, the
proffered algorithm suggested by this study requires
approximately O(N®) operations. Hence, it can be stated
that the existing NTRU has a better time complexity when
compared with the proposed NTRU algorithm which is
mainly as a result of the lattice multiplication operations.

VII. CONCLUSION

Cloud services have recently gained widespread
acceptability in both the private and public sectors around the
world. As a result, data storage, distribution, and
transmission  have expanded dramatically in this
technological age. In general, information is exchanged
across open channels, which makes it vulnerable to
interception. The prospect of a trespasser gaining access to
confidential information has been a persistent concern for the
Information Technology (IT) industry, resulting in cloud
providers and clients adopting and applying various
measures to secure cloud data, such as encryption. Therefore,
Lattices have emerged as a powerful mathematical tool in the
field of cryptography, offering a diverse set of applications
ranging from encryption to secure multi-party computation.

This paper proposes a variant of NTRU cryptosystem
with the focus to establish its fastness and security in a cloud
environment. The proposed variant was simulated together
with NTRU, RSA, AES and ECC cryptosystems to establish
the time complexity of the algorithms in regard to key
generation, encryption and decryption. The simulation
showed that as in terms of the private and public key
generation, the RSA cryptosystem showed to consume the
least time (average). The simulation revealed that the
existing NTRU cryptosystem has a better time complexity
compared to the proposed NTRU cryptosystem. The existing
NTRU cryptosystem has a time complexity of O(n?) while
the proposed variant has O(n®). Though had a better capacity
of handling large data because of the introduction of lattice
multiplication. In terms of key generation, comparing the
existing and proposed NTRU cryptosystem, the existing
NTRU cryptosystem proved to be more efficient for private
and public key generation. More so, as regards encryption
and decryption, the existing NTRU cryptosystem proved to
be more efficient. The proposed NTRU cryptosystem has a
lower throughput when compared with the existing NTRU
algorithm which proposes that the existing NTRU has lower
power consumption.

Therefore the introduction of lattice arithmetic to drive
the processing of the existing NTRU cryptosystem via
simulation has proved not to be effective.
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