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Abstract

The Internet of Things (IoT) is a new
Internet wave that is expected to change
our lives. The Internet has connected
people and now connects ‘Things’ to
create seamless communication and
intelligent integration. loT is a disruptive
technology that has great potential to
change the world and change the way we
live. It uses low-cost devices and sensors
connected to the Internet that create new
opportunities. Not so long ago, the loT
concept in the automotive sector was seen
as a scientific concept of the future and
today ~we are already  seeing
opportunities for connected vehicles,
non-motorized vehicles and the use of [oT
in the automotive system covering
parking, environment, procurement and
transport regulatory bodies. This paper
discusses the emergence and
development of the Internet of Things in
the automotive sector to provide an
overview of various areas such as
Connected Car services / applications,
Vehicle  communications, [oT in
Intelligent Transportation, IoT based
Supply Chain Management in Automotive
Industry and New Generation Vehicles,
where progress is being made forward
visible.

Keywords: Internet of things (IOT),
Automotive industry, connected Cars.

Introduction

Currently, with the rapid development of
society, the concept of IoT has expanded
to various industries, and gained acquired
products and services to some extent. The
concept of IoT will be introduced in
automotive construction to achieve a
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higher level of automotive information,
which is imminent, so the concept of
"automotive manufacturing” has
emerged. The automotive production of
"loT" is a crossroads in the field of the
two largest IoT and smart cars in the
emerging strategic industries. And it will
be a new trend. Gathers the latest
achievements in the field of procurement
management and information
management and RFID technology a
unique ability to collect real-time data
together, and in combination with other
information technologies used
throughout the automotive industry, its
growth will play an important role in
promoting the future of automotive, low
cost , energy saving, environmental
protection and efficient after-sales
service. Manufacture of automotive IoT
refers to the introduction of storage
vehicles, attaching to each end point is an
electronic tag, tracking and monitoring of
a series of processes including car parts
production, finished products, finished
product, finished product safety and
quality  inspection,  storage  and
packaging, and then use, after-service
service and recycling. It recognizes the
new automotive information system by
collecting and complying with a different
need for the question that appears in the
process related to the continuous
monitoring and treatment that operates on
the information network platform.

Automotive manufacturing "ToT"
connected to a network of auto parts
manufacturer, chip manufacturer,

network hardware, system integration,
software solution providers, etc.
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Architecture of IOT

Internet of Things (IoT) includes a large
number of smart devices connected to a
wide Internet network with the help of
various communication technologies.
Most of these technologies are wireless in
a way. This makes the composition very
complex and difficult to manage.
Therefore, the construction of buildings
is necessary.

Composition is the structure of the
network's and the organisation's
specifications and functions, its terms and
conditions of operation, and the data
formats used in its operation.

IoT development depends on the
technology used, the application areas,
and the business features. There are
various loT structures available for IoT
devices. However, "5 Layer Architecture
is considered a well-planned IoT
architecture".

Five layer IoT Structure: Perception
layer: The comprehension layer is the
basis of IoT, the visual interface between
the global layer and the knowledge world.
It wuses radio frequency detection
technology, bar code technology, sensor
technology, placement technology, or
other sample information technology to
complete data collection, and with the
help of visual control by the actuator, to
use infection control between the visual
field and the information area. Its main
components include a two-sided code
label, code-reader-writer, RFID tags and
RFID-reader, cameras, and all kinds of
sensors. Therefore, the IoT vision layer
has the essential functions of seeing the
data and collecting the actual data, the
help needed to complete the bottom of the
control object. Therefore, the main
function of the IoT wvisual field is
information and data collection, where
necessary, to help complete visual control
elements. t Five-layer network access
layer: The network access layer consists
mainly of a base station node and a
network access gateway, complete
network control and data integration for
each node in the visual layer, or complete
data transfer from the above layers

VOLUME 8§, ISSUE 8, 2021

ISSN NO : 1844-8135

(network transfer or application layer ).
When the node layer nodes complete the
connection, the node layer nodes need to
load data, and send the data to the base
station node. The base station node will
receive the data, and complete the
connection with the network transfer
layer through the access gateway. When
the application layer and network layer
need to reduce data, the base station node
sends data to each node in the view layer
behind the network access gateway that
receives data from the network transfer
layer, and completes the data transfer and
connection between layer detection and
network transfer layer. Current access
methods in the network access layer
mainly include WIFI, Ad hoc, Mesh,
ZIGBEE, industrial bus, detect data
collection with various cognitive tools, or
perform initial process and network
access. Layer Five-layer network transfer
layer: The network transfer layer is
widely used to identify transfers and
information exchanges, providing a
network transfer with the basic needs and
services required for many types,
including  satellite =~ communication
network, cellular fiber network and
network and local network and network.
and so on. It is a problem in the network
layer that neutral access and seamless
integration between different networks
and communication systems, and how
you can build transmission and exchange
capabilities by end-point. Five-layer
application support layer: With support
for cloud computing technology,
middleware technology, database
technology, expert system etc. types of
app sharing intelligently and
interchangeably.  Layer  Five-layer
application presentation layout:
Application presentation layout function
for the development of various lo-based
applications in the processing of
application support framework data, and
utilizes multimedia technology, real-
world, human interface to create an
intuitive application interface between
IOT , current use and use of all kinds of
intelligent information.
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Figure 1: Five layer design of IoT

The IOT gateway hierarchy

The IOT gateway supports a variety of
processes for communicating data types
between different sensors, which can
detect changes in the data format that
communicates between a variety of

SE€NSsors,

to integrate uploaded data

formats. At the same time, the acquisition
or control command that accesses the
visual network is designed to generate
messages that meet specific device
communication processes. The basic
structure of the Io port as shown in Figure
2, including application layer, network

layer,

analysis  layer

(protocol

modification and protocol process layer),

visual layer

Application layer: Application layer will
see the automatic management of the
hearing device, as well as the
management of each sub-network. (2)
Network coverage: Network coverage
provides a variety of visual interface for

access

network. With a portable
environment or a

fixed network

environment, you can use a variety of
access methods. With the nature of a
particular network connection, it can be
used in single access mode. Network
coverage includes 197 different types of
network communication with the Internet
to build a network, which is the most

common

area of network

communication, such as 2g, 3g, 4g
network or Internet Internet, etc. (3)
Analysis layer: The analysis layer will
use standard protocol modification and
data format analysis, including protocol
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adapter and compliance module. The
protocol adapter module defines a
standard access interface, which ensures
that different access protocols can be a
data-linked  format. The protocol
modification protocol will be integrated
to integrate standard data downloaded
from the protocol adapter, extracting data
from the network layer to standard
format. It also provided a modification of
the protocol from recognition to the
communication network, namely the
implementation of the ZigBee protocol to
the change of the TCP / IP protocol. (4)
Sensitive access layer: An intuitive
access layer will complete network
control and physical access to notes, and
be accompanied by multiple sensor
network technologies to achieve separate
access to the network recognition
process.

Application Layer

Devices Management ' ....... Nodes Management '
Network Layer
3G | GPRS ) WIFI B Ethernet |

Analytical Layer

Protocol conversion layer | Protocol adaptation layer |

Perceptual Access Layer

ZigBee ) Bluetooth. RFID B Z-Wave |

Figure 2: Gateway layers
The gateway hardware structure

IoT gateway is a bridge that connects the
visual network and the access network,
can support a variety of sensors (such as
ZigBee, 6LoWPAN, RS485, CAN) and
access method (such as cable, WLAN,
GPRS, 3G), and provide a data format in
Bumb. -middleware or application, in
order to protect a separate sensor network
and access network, make applications
require attention only in the data
processing application area. This paper
adopts a modular design concept and
embedded system technology to design
an lo gate, IOT gate design is shown in
Figure 3. The processor module is a basic
gateway, which uses compliance,

PAGE NO: 15



International Journal of Pure Science Research

management, security and other data
processing and storage features. The
zigBee module detects visible or
collective global data collection, be it a
combination of sensor network nodes,
RFID reader, video recording equipment,
GPS, etc. With the network access
module, the gateway will enter the WAN
via a channel including cable (Ethernet,
ADSL, FTT), wireless (WLAN, GPRS,
3G, satellite).

Wireless
Sensor [~

Node Embedded System

N,

Internet )\)
)

Wireless
Sensor
| Mot |

Wireless
Sensor |
Node

Figure 3: Gateway hardware
Classification of [oT

Sensible layout outlines what is
happening in the IoT region and is
integrated based on layer formation. An
important design phase for IoT is the
layer of information. It integrates data
using sensors, which are IoT driving
indicators. There are several categories of
sensors used in collected IoT systems.

Smart »
Medical vansport | Socallfe &
Environmental €50 Near field REID and WSN S
sensors Newal communication integration
Home
sensors
Chemical/ WSN /" automation
e 4 Smart
josensors Vi ——
Percestion g (Communicaton 5 CISER
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Internet
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Camera Movement Iayer energy (S
sensor smart
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Proximity Routing "":K“ 5 Energy
sensor protocol Zghee consenvation

Application
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Figure 4: Classification of IoT
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The incomparable sensor available today
is the phone. The real PDA has a variety
of sensors included in it such as a circuit
sensor, advanced sensors such as the
accelerometer, whirligig, camera, light
sensor, receiver, location sensor and
magnetometer. This round is firmly
entrenched in various loT applications.
Various types of sensors are now being
used as sensors to monitor temperature,
pressure, humidity, clinical parameters of
the body, composite and chemical
substances, and neural signals. Stable
nerves are infrared nerves that start
before cells. They are used extensively in
a variety of IoT applications: IR cameras,
enhancement areas, article closure
testing, the presence of smoke and fumes,
and as deterioration sensors. Such
applications (or whatever so-called fog
for app applications) usually transfer and
review data before sending it to the
association. Such units often have a small
amount of temporary accumulation,
minimal handling of the unit, and safety
features. Various items pass over the
organization using a different program of
shows and standards. The most notable
visual advances of short-term arrivals in
low power shows are Radio Frequency
Identification and Near Field
Communication. For medium access,
Bluetooth, ZigBee, and WiFi.
Communication in the [oT world requires
frameworks for exhibition frameworks
and organizations.

Literature Survey

There are many pages on the Internet of Things
before. This paper looks at each layer in the [oT
stack, which is why the show additionally
ensures additional transitions. Part of the design
similarly considers appropriate models for
forward thinking, for example, mist
management, which has not yet been
considered. In addition, these audits effectively
plan for progress based on the design layer they
have with them. Other than that, I asked for an
organizational layer and tried to integrate all the
continuity used in IoT architecture. This
framework is more complete, fragmented, and
recognizable when it comes to various nearby
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research studies. This looks at different types of
middleware development alike and considers a
large collection of applications that combine
smart  homes, clinical  considerations,
connectivity,  transportation,  agriculture,
environment, large city networks, and without
compromising ecosystem power. There are no
other tests in this space that create countless
improvements and their application.

Sensors and Actuators

Currently, modern automotive designs can be
made using a variety of sensors. This is
programmed in the car engine to identify and
solve potential problems such as repairs,
support, etc. Sensors used in cars will check the
performance of the car. The owner of the car
does not know how many sensors are used in
their cars. There are several major sensory
organizations available worldwide, which can
offer a new solution to customers. In modern
cars, sensors are used to detect and respond to
change conditions inside and outside a car. So
that passengers can travel safely and safely. By
using these sensory information we can
increase comfort, efficiency, and safety.

Mass Air Flow Sensor

The MAF or Mass air sensor is one of the most
important sensors used in automobiles. This
sensor is used in a car engine. This sensor can
be controlled by a computer and can detect air
congestion in the engine. If the operation is
stopped, the operation of the vehicle will be
stopped. In addition, fuel consumption will be
higher. These sensors are divided into two types
namely vane meter and hot wire.

Engine Speed Sensor

The engine speed sensor in the car can be
connected to the crankshaft. The main purpose
of this sensor is to monitor the rotational speed
of the crankshaft. For fuel injection and engine
time control. There are various ways for a car
engine to stop unexpectedly. So this sensor will
stop that for motorists.

Coolant Sensor
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Cooling sensor is the most important sensor
used in cars. Because the computer depends on
the input sensor to control all operations. For
example, Turn on / off the EFE system (Early
Fuel Evaporation), delay, refresh, EGR flow,
and canister purge. Normally, this sensor can
be connected to the board. If the sensor fails,
then there will be some suspension indicators,
such as poor gas mileage, etc. Therefore, the
sensor condition should be checked for error.
If it is damaged, then it will be a problem.

Manifold Absolute Pressure Sensor

The shortest time for maximum total
compression is MAP. The primary function of
this sensor in a car is to monitor engine load.
Most importantly, it measures the difference
between most pressures. This can be achieved
by external pressure by the car to ensure that the
car's engine is able to get fuel depending on the
change within the pressure.

Throttle Position Sensor

Automotive sensor mainly uses carburetion &
electronic fuel injection (EFI) response.
Informs the computer about the opening rate of
the powder and the location of the related
throttle. This sensor has flexible resistance
elements, which are used to change resistance
as the pinch opens.

Vehicle Speed Sensor

As the name suggests, this VSS sensor has the
ability to verify the speed of car wheels. It is a
type of tachometer. This sensor is mounted
inside an anti braking system known as ABS. In
addition, the sensor output is also used by the
odometer to read the speed of the car to control
the gears according to the speed of the car.

Communication

Bluetooth

Essential IoT communication protocols /
essential technologies. Bluetooth, which is very
important in the computer and in many
consumer product markets. Expected to be the
key to wearable products in particular, it also
connects to [oT even with a smartphone in most
cases. The new Bluetooth Low-Energy (BLE) -
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or Bluetooth Smart, as it is now branded - is an
effective alternative to IoT applications.
Importantly, while providing the same distance
as Bluetooth it is designed to offer significantly
reduced power consumption.

Zigbee

ZigBee is similar to Bluetooth and is widely
used in industrial settings. It has some
important advantages in complex systems that
offer low power performance, high security,
durability and height and are well-suited for the
optimal use of wireless control and sensory
networks in [oT.

Z-Wave

Z-Wave is a powerful low-power RF IoT
communication technology designed for home
automation of products such as light and sensor
controls among many other devices.

Z-Wave uses a simpler rule than others, which
can allow for faster and easier development, but
the only chip maker is Sigma Designs
compared to many other wireless technology
sources like ZigBee and others.

Wi-Fi

WiFi connectivity is one of the most popular
IoT communication protocols, often a clear
choice for many developers, especially when
providing WiFi access within the home
environment within LANs.

There is a wide range of infrastructure available
as well as offering fast data transfer and the
ability to handle very high quality data.
Currently, the most common standard of WiFi
used in many homes and businesses is 802.11n,
which offers hundreds of megabytes per
second, which is suitable for file transfers but
can be very powerful for most [oT systems.

Cellular

Any IoT system that needs to be operated over
long distances can use the power of GSM / 3G
/ 4G mobile connectivity. While mobile phones
are obviously capable of sending very high-
quality data, especially 4G, the cost and power
consumption will be much higher for most
applications.
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But it would be great for low-bandwidth data
projects that will send the lowest data over the
Internet.

NFC

NFC (Near Field Communication) IoT
technology. It enables easy and secure
communication between electronic devices,
and  especially  smartphones, allowing
consumers to make transactions where the
unwanted person is physically present.

It helps the user to access digital content and
connect electronic devices. It basically expands
the capabilities of the card communication
technology and enables devices to share
information at a distance of less than 4cm.

LoRaWAN

LoRaWAN is one of the most popular IoT
Technology applications, aimed at broadband
(WAN) applications. LoRaWAN's design for
providing low-power WANSs with features that
are specifically needed to support low-cost
secure communications in IoT, smart city, and
industrial applications.

Specifically it meets the requirements of low
power consumption and supports large
networks with millions of devices, data rates
range from 0.3 kbps to 50 kbps.

Middleware

Middleware works as an agent between service
providers (IoT devices) and service buyers
(business applications). A layer of software that
stays between apps and objects. It is a mediator
interface that enables communication between
the Internet and ‘objects'. It hides the
differences between devices, components and
IoT system technology. Middleware provides
solutions to the problems they face on a regular
basis, such as collaboration, security and trust.
The following are the key features of
middleware, which improve device
performance.

Flexibility

This feature helps to establish better-quality
connectivity, which improves the
communication between applications and
things. There are different kinds of flexibility
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(e.g., response time, faster to evolve and
change).

Transparency

Middleware hides many difficulties and
architectural information details from both the
application and the object sides, so that the two
can communicate with minimum knowledge of
either side.

Interoperability

Allows two sets of applications on
interconnected networks to exchange data and
services ~ meaningfully ~ with  different
assumptions on protocols, data models, and
configurations.

Platform portability

An IoT platform should be capable to
communicate from everywhere, anytime with
any device. Middleware runs on the user side
and can provide independence from network
protocols, programming languages, OSs and
others.

Re-usability

This feature makes designing and developing
easier by modifying system components and
assets for specific requirements, which results
in cost efficiency.

Maintainability
Maintainability has a fault tolerance
approximation. Middleware performs

maintainability efficiently and extends the
network.

Security

Middleware should provide different security
measures for ubiquitous applications and
pervasive  environments.  Authentication,
authorisation and access control helps in
verification and accountability.
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Characteristics of open source IoT
middleware.

An open source [oT platform should be error-
tolerant and widely available. It has the
following features: No vendor access, and
comes with a strong integration of a wide range
of business tools, applications, products and
programs built and delivered by various
organizations and vendors. Marketing time,
reduces risk and increases quality The
acceptance of openware middleware improves
interoperability ~ with other  business
applications due to the ability to reuse
recommended software stacks, libraries and
specific items.

IoT middleware platforms should support open
APIs, cloud deployment models, and are widely
available.

It should support open data formats such as
RestAPI, JSON, XML and Java, and be freely
available

The IoT middleware platform should support
multiple and diverse devices, and be compatible
with hardware data recognition.

Moving to any new platform or program should
be seamless. It should be possible to accept or
combine any solution.

The data model must be distributed and
expanded, providing the availability and
scalability of the system.

The ToT middleware platform should support
major communication protocols such as
MQTT, CoAP, HTTP, WebSockets, etc.

The ToT middleware platform should support
various security features such as encryption,
authentication, authentication and auditing.

It should support technologies such as M2M
applications, real-time statistics, machine
learning, artificial intelligence, statistics,
visibility and event reporting.

TIoT middleware architecture

The middleware mediates between loT data
producers and the consumers. APIs for
interactions with the middleware are based on
standard application protocols. API endpoints
for accessing the data and services should be
searchable via an open catalogue, and should
contain linked metadata about the resources.

The device manager communicates messages to
the devices. The database needs to access and
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deliver messages to the devices with minimum
latency.

Data processing involves data translation,
aggregation and data filtering on the incoming
data, which enables real-time decision making
at the edge. The database needs to support high-
speed reads and writes with sub-millisecond
latency. It helps in performing complex
analytical computations on the data.

The IoT data stream normalises the data to a
common format and sends it to enterprise
systems. The database needs to perform the data
transformation operations efficiently.
Middleware supports the authentication of
users, organisations, applications and devices.
It supports functionalities like certificates,
password credentials, API keys, tokens, etc. It
should also support single sign-on, time based
credentials, application authentication (via
signatures) and device authentication (via
certificates).

Logging is necessary for both system
debugging as well as auditing. Middleware
manages the logging of system debugging and
auditing details. It helps to track the status of
the various services, APIs, etc, and administers
them.

Key open source [oT middleware platforms

Holistically, an IoT implementation covers data
collection and insertion through sensors as well
as giving control back to devices. The different
types of IoT middleware are categorised as:

Application-centric  (application and data
management)

Platform-centric ~ (application  enablement,
device  management and  connectivity

management)

Industry-specific (manufacturing, healthcare,
energy and utilities, transportation and
logistics, agriculture, etc)

Figure 5: Reference model for IoT platform
modules
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Key challenges and Problems

Although IoT plays an important role in various
aspects of life, there are few issues and
challenges to be addressed. This research paper
addresses the most common issues such as an
increase in the number of connected devices,

different environments, increased data
retention, privacy and security. Various
challenges related to  standardization,

architecture, increased security and safety are
discussed in the paper.

A. Standardization is one of the most important
and major challenges in the field of IoT
application and is the backbone of IoT
development. The most important bodies for
making policies such as ETSI, ITU, IETF,
IEEE, etc. It is involved in the IoT development
framework. A different configuration function
is different to provide open and seamless work.
There are some problems with integration with
different standards so that they do not change.
All of these challenges need to be considered in
the future to be integrated into different types of
IoT technologies.

B. Architecture In the IoT System IoT
structures have played an important role in
making the integration of different
technologies. It is used to support service
continuity. The most important and major
challenge for the IoT system is to implement
integrated integrated system construction. The
basic requirement for this is to build equality,
openness, and honesty in all forms of nature. It
should enable shortcuts, easy and awesome
integration and automation on IoT. IoT
architecture includes a variety of group types
such as hardware, software, network, and
general.

C. Decreased balance in IoT refers to the
addition of new devices and services to existing
applications. It supports a large number of
devices with various problems. Installing a
scalability mechanism must be structured and
structured. The biggest problem in separation is
installing the device and new features in the
IoT.

D. Security is embedded in most IoT devices to
connect devices and objects. There are many
types of attacks that can disable our network,
data attacks and access to personal information.
It is difficult to provide security with current
technology.
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Applications of IOT.
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Figure 6: Applications of IoT

The IoT plays an important and diversified role
in all areas of everyday life. Major IoT
application domain includes smart energy, city,
health, smart transport, agriculture, etc.

Smart city

[oT plays an important part to expand the
smartness of the city that contains submissions
to monitor the parking space obtainability in the
cities, monitor the sensitive area, monitoring of
vehicles, weather monitoring system, detection
of waste container, intelligent highway warning
message and unexpected events like accident
and traffic jam. Smart city application includes
smart parking, urban maps, smart lighting. This
uses an RFID, wireless sensor network and
single sensors as the IoT element then the
bandwidth of the application starts from
insignificant to huge.

Smart agriculture and smart water

IoT is helping to monitor and improve the
strength of the work in agriculture by
measuring the soil dampness and bole diameter
to manage and sustain the vitamins of the
agriculture product. It controls the climate
condition to exploit the creation of the fruits,
vegetables and the quality of it. It is used to
study the condition of the weather to forecast
the ice information, rain, snow or wind. is also
used in water management to monitor water
appropriateness in the rivers, water quality
(drinkable/non drinkable) and water level in the
various rivers and dams.

Retail and Logistic

Retail and supply chain use IoT to monitor the
storage conditions with the supply chain. The

VOLUME 8§, ISSUE 8, 2021

ISSN NO : 1844-8135

tracking of the product and payment is done
based on RFID and WSN applications in the
IoT. In the 10T, logistics includes the shipment
quality, item location, and tracking, etc. The
element of the IoT used the RFID, sensors and
single sensor.

Healthcare

In the healthcare industries, IoT is used for
tracking the objects, identity, sensing, and
authentication of the people. The process of
tracking is used for the identification of the
person or object in motion. This is used to
monitor the flow of the patient and authenticate
the patient in the hospital to reduce the medical
record maintenance and prevent mismatching.
In this, the application includes the various
types of telemedicine solutions with a
prescription. In the current trend, the elements
of the IoT healthcare domain are RFID, NFC,
WSN, Wi-fi, bluetooth, etc. It is used to
improve the monitoring methods of the function
like temperature, heart rate, and glucose.

Security

IoT plays an important role in security domain.
Security is a most important aspect of the IoT
application which is used in the all layers of [oT
protocol. Few parameters are like limited
access control, liquid presence, radio activity
and explosive, etc. Limited access control is
used to block unauthorized access to restricted
areas. Liquid detection in the data center and
warehouse uses the liquid presence. The
application of radiation is used to measure the
radiation of nuclear and monitor the
environment.

Conclusion

The purpose of this review paper was to gain
knowledge about the IoT architecture,
middleware, device management, data
management, sensors used in automobiles,
communication protocols and applications of
IoT in automobiles to develop an IoT system
that can be merged with the infotainment
system of automobile as an important add on
feature for further betterment and enhancement
in the field of automotive industry.
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